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ABSTRACT: The increasing adoption of Internet of Things (IoT) technologies has paved the way for smart home automation
systems that provide efficient and user-friendly solutions for controlling household appliances and gadgets. This study proposes
a cost-effective loT-based smart home automation system designed to address affordability and ease of use for small businesses
and regular users. The system enables seamless control of appliances through voice commands, physical activity sensors, and
a mobile application interface. The proposed system connects home devices and appliances via Wi-Fi and utilizes a central
processing unit to manage Internet of Things (IoT) operations. It features a software development kit (SDK) that simplifies the
connection, configuration, and control of both new and existing appliances. The SDK also supports third-party device
integration, providing flexibility for future expansions. To enhance security and reliability, the system employs 256-bit
Advanced Encryption Standard (AES) encryption for end-to-end communication between the central control hub, device
controllers, and the cloud. Automated device inactivity detection and power shutdown capabilities are integrated to optimize
energy efficiency. The mobile application allows users to customize scripts for automated tasks and supports real-time
monitoring of appliance performance. This smart home automation system combines affordability, simplicity, and robust
security measures, making it a versatile solution for domestic and commercial eco-systems. The platform's scalability and
customizable features highlight its potential to revolutionize modern living environments while addressing user demands for
seamless control and energy efficiency.
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1. INTRODUCTION typically send information to cloud storage, process the
gathered data on remote servers, and issue commands to
control devices efficiently. As a result, [oT has become a vital
technology for monitoring and managing devices based on
real-time sensor readings [1].

The rapid expansion of IoT applications in recent years

The Internet of Things (IoT) is a network of interconnected
devices that utilize electronics, sensors, software, networking,
actuators, and other components to gather, process, and
exchange data. This revolutionary technology connects

various devices through networks, enabling them to
communicate and make autonomous decisions. IoT systems
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has transformed various industries, including healthcare,
agriculture, transportation, and smart home systems. These
devices use diverse communication technologies, such as
Bluetooth, Near Field Communication (NFC), Wi-Fi, Radio
Frequency Identification (RFID), Li-Fi, and Z-Wave, to
transfer collected data and make control decisions based on
server responses [2]. IoT's ability to connect devices and
analyze data has significantly boosted productivity and
efficiency across industries. Moreover, [oT security systems
enhance business safety by integrating technologies like
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artificial intelligence (AI) and deep learning, as well as
assigning unique identities to connected devices, thus
ensuring secure data exchange [3].

Figure 1 illustrates the overall architecture of [oT, where
sensors are linked to wvarious communication and
transmission channels. These channels include Wi-Fi,
Bluetooth, wireless networks, low-power wide-area networks
(LPWAN), satellite networks, and wide-area networks
(WAN). The data collected by the sensors is transmitted to
cloud storage or remote servers for processing. A database
using a non-structured query language (NoSQL) stores the
data to manage large volumes of real-time information. The
processed data is then utilized to issue control signals to loT
hardware through an internet gateway, enabling
modifications to real-world objects such as adjusting the
temperature of heaters and air conditioners within acceptable
ranges [4]. The development of IoT architecture has paved
the way for integrating next-generation networking
technologies like 5G. These advancements offer numerous
opportunities for automation and enhanced quality of life.
The high-speed connectivity provided by 5G enables real-
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Fig. 1. Architecture of [oT.

time communication between devices, facilitating rapid
decision-making and improving the performance of
automated systems. For instance, virtual assistants like
Google Assistant and Amazon Alexa utilize IoT to provide
real-time control over home automation devices [5]. By
leveraging 5G and other advanced technologies, IoT systems
are becoming increasingly efficient, reliable, and versatile.
IoT architecture typically involves three key layers, i.e.
perception layer, network layer and application layer. The
perception layer includes sensors and actuators that gather
data from the physical environment. These components are
crucial for collecting real-time information, such as
temperature, humidity, and motion. The network layer
manages the transmission of data from the perception layer
to the cloud or servers. Communication technologies like Wi-
Fi, Zigbee, and LoRaWAN are commonly used at this stage.
Moreover, the application layer focuses on processing and
analyzing the data to provide actionable insights. It also
includes user interfaces, such as mobile applications, that
allow users to control and monitor devices [6]. Smart home
automation is one of the most prominent applications of IoT.
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It enables users to control various household devices, such as
lights, thermostats, and security cameras, through mobile
apps or voice commands. The proposed IoT-based smart
home automation system leverages Wi-Fi connectivity to link
devices and utilizes a central processing unit (CPU) for
managing IoT operations. This system also integrates a
software development kit (SDK) that simplifies the
connection and configuration of devices, supporting the
seamless addition of third-party appliances [7]. The
scalability of IoT in smart home automation is enhanced by
its compatibility with various platforms, including Android,
i0S, and web-based applications. Users can customize the
system by creating scripts for automated tasks, such as
scheduling lights to turn on or off at specific times.
Additionally, the system incorporates energy-efficient
features like automated device shutdown and inactivity
detection, which reduce energy consumption and contribute
to sustainable living practices [8]. Ensuring the security of
IoT systems is a critical challenge, given the vast amount of
data exchanged between devices. The proposed system
addresses this issue by employing 256-bit Advanced
Encryption Standard (AES) encryption for end-to-end
communication between the central control hub, device
controllers, and the cloud. The encryption keys are regularly
updated based on user preferences to strengthen security
further [9]. Moreover, the system uses a lightweight
encryption technique to minimize latency and improve
efficiency. A mesh emergency network is also introduced to
ensure continuous operation during network failures. This
network acts as a backup, taking over the ecosystem and
maintaining its functionality in case of connectivity issues
[10].

The future of IoT holds immense potential for
innovation and growth. Emerging technologies like edge
computing and machine learning are expected to play a
pivotal role in enhancing the performance and scalability of
IoT systems. Edge computing, for example, reduces latency
by processing data closer to the source rather than relying
solely on cloud storage. Machine learning algorithms can
analyze data patterns to predict user behavior and optimize
system performance [11]. In the context of smart home
automation, future developments may include advanced
voice recognition systems, integration with renewable energy
sources, and the ability to manage complex ecosystems
comprising hundreds of connected devices. The use of
blockchain technology in IoT is also gaining traction,
offering a decentralized approach to data security and
reducing the risk of cyberattacks [12].

This paper explores the design, implementation, and
evaluation of a cost-effective IoT-based smart home
automation system. Section 2 provides an in-depth analysis
of existing home automation methods. Section 3 introduces
the proposed smart automation paradigm, detailing its
architecture and functionality. Section 4 presents the results
of the system implementation, followed by a discussion of its

performance and limitations. Finally, Section 5 outlines the
key contributions of this study and suggests potential areas
for future improvement.

2. RELATED WORKS

This section presents a comprehensive analysis of recently
developed smart automation systems for office and
household appliances, highlighting their advantages and
limitations. The integration of real-time control techniques
for managing home and office equipment via mobile devices
and general radio services has been extensively explored. A
transport-based message queuing telemetry protocol (MQTT)
has been proposed for developing an Internet of Things (IoT)
authorisation system, establishing a structured framework for
access control. The architecture is built on the principles of
open authorization (OAuth), a standard widely utilized in
online applications for secure resource access [13].

The IoT is a transformative technology with immense
potential to revolutionize various domains, including e-

governance,  environmental = management,  military
applications, infrastructure maintenance, energy
management, smart homes, health monitoring, and

transportation systems [ 14]. In the realm of home automation,
frameworks have been proposed to address critical
challenges. One study presented a prototype system known
as loT@HoMe, designed to automate the control of home
appliances and monitor environmental conditions. This
system employed multiple sensors connected via a
NodeMCU, a microcontroller unit functioning as a Wi-Fi-
based gateway. The architecture utilized EmonCMS software
for recording and simulating controlled data, enabling remote
operation of household appliances [15].

Numerous businesses, from tech giants like Google,
Amazon, and Microsoft to smaller firms, have developed
home automation systems for managing domestic appliances.
These systems leverage Bluetooth technology to connect
with devices, allowing users to configure and control them
via mobile applications. Products such as Amazon Alexa and
Google Assistant exemplify the integration of loT into daily
life by supporting vendor-specific smart devices like smart
bulbs. However, these solutions often fall short when it
comes to traditional household appliances, which are more
cost-effective and easier to replace but lack built-in IoT
compatibility [16]. Current automation systems like Alexa or
Google Assistant are not equipped to manage such appliances,
creating a gap in the market for universal solutions.

Some initiatives have attempted to address this issue by
enabling internet-based control of home appliances. However,
these systems often require the allocation of a static IP
address to the home network, a feature that is uncommon
among average consumers [17]. The need for an affordable,
user-friendly solution to automate traditional appliances
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remains unfulfilled. This gap highlights the potential for
systems that provide a convenient and cost-effective means
to remotely control household environments using mobile
applications or voice commands over the internet, regardless
of geographic location. While the current advancements are
promising, several challenges persist. According to findings
from various studies, the following key aspects should be
prioritized to enhance the effectiveness of existing systems:
Automation of Traditional Appliances: Current solutions
focus predominantly on smart appliances, neglecting the
automation of traditional devices. Addressing this gap would
significantly broaden the reach and utility of home
automation systems [18].

Offline Functionality: Systems should be capable of
functioning without internet connectivity, ensuring reliability
even during network outages [19].

User-Friendly Configuration: Simplifying the setup process
for traditional appliances via mobile applications can make
automation accessible to a wider audience [20].
Cost-Effectiveness: The high cost of existing systems poses
a barrier to adoption. Developing budget-friendly solutions is
crucial for widespread implementation, especially in small-
scale applications [21].

Custom Scripting: Allowing users to create and execute
custom scripts for their devices can enhance system
flexibility and personalization [22].

In addition to these challenges, security concerns have
emerged as a critical area of focus. The communication
between device controllers and central hubs must be
encrypted to prevent unauthorized access and data breaches.
Advanced encryption standards, such as 256-bit AES, are
commonly used, but the development of lightweight
encryption techniques for resource-constrained IoT devices
is essential [23].

Furthermore, addressing interoperability issues among
devices from different vendors is vital for seamless
integration and operation. Solutions that work across various
platforms, including iOS, Android, and web-based interfaces,
can significantly improve user experience and system
versatility [24]. Another area of improvement is the creation
of a mesh emergency network to maintain ecosystem
functionality during network failures, ensuring uninterrupted
operation [25]. The literature underscores the potential of [oT
in transforming home automation but also highlights the need
for innovative solutions to overcome existing limitations. By
addressing these challenges, future systems can achieve
greater efficiency, security, and accessibility, paving the way
for the widespread adoption of smart automation
technologies.

3. PROPOSED SYSTEM

The proposed system introduces a versatile smart automation

framework that functions as a general-purpose vendor,
offering enhanced connectivity and convenience for users.
While existing systems can be controlled through voice
assistants such as Google Assistant or Alexa, the current
proposal aims to transcend limitations like rigid schedules
and incompatibility with certain technologies. The core
components of the system leverage a sophisticated yet
energy-efficient Raspberry Pi device running Java, which
serves as the central processing unit for the smart automation
ecosystem. This device is interconnected to the system's local
network, forming the backbone of the automation
infrastructure.

The system is designed to respond dynamically to user
voice commands received within the home or remotely via
internet connectivity. Upon detecting a command, the system
processes it, identifies the requested action, and executes the
task seamlessly. This enables users to remotely adjust their
surroundings and control devices, making life significantly
more convenient and adaptable. The system architecture is
optimized for speed and efficiency, and its integration with
widely used voice assistants like Google Assistant and Alexa
enhances its usability and compatibility. These assistants act
as the backbone for managing connected applications,
providing a smooth and interactive user experience.

Figure 2 illustrates the flow diagram of the proposed
system, demonstrating the sequence of operations from
receiving user commands to executing the desired actions.
The system's design emphasizes safety, user-friendliness, and
adaptability, making it feasible to transform a conventional
home into a fully automated smart home. To ensure reliable
communication and connectivity, the system employs Wi-Fi
technology, which offers superior bandwidth, extended range,
and fast transmission of control messages. The cloud
platform serves as the foundation for managing user
preferences and data, utilizing a secure storage space that can
be accessed from anywhere in the world. This storage is
integrated with real-time database capabilities, enabling
instant synchronization between user commands and device
actuation. The Firebase Real-Time Database plays a critical
role in the system, acting as the central data repository for
storing and processing user preferences. Through its real-
time data triggers, the database ensures instantaneous
actuation of connected devices upon receiving control signals.
The system architecture also includes mechanisms for secure
cloud subscriptions and publications, further enhancing its
reliability and responsiveness.

At the heart of the proposed automation system is a
central hub device that efficiently manages communication
between the cloud, user commands, and the connected
devices. This hub not only facilitates seamless control but
also minimizes the cost and complexity of integrating
multiple devices into the ecosystem. By leveraging a
streamlined and scalable architecture, the system ensures that
both traditional and modern appliances can be automated and
controlled with ease.
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Fig. 2. Flow diagram illustrating the operation of the proposed smart automation system, from receiving user commands to
device actuation.

e Microcontroller
I 2 Computer system )

(3 Voo

E" B §i’ ~.2? a‘.? ”é.

Communication Relay unit | :’ ae Qe
gateway

Fig. 3. Generalized architecture of the proposed home automation system, highlighting the integration of devices, cloud storage,
and user interfaces for seamless operation.

© Ariston Publications 2024. All rights reserved. CompSci & Al Advances, 2024, Vol. 1, No. 4, 158-167 |162



Cost effective 10T based smart home automation system: Design, implementation, and security features

M. Senthil et al.

The proposed design aims to address the shortcomings of
existing home automation systems, such as the inability to
automate conventional appliances, the need for costly
infrastructure, and the lack of flexibility in device integration.
By focusing on user-centric features such as affordability,
offline functionality during network downtimes, and
compatibility with mobile applications, the system offers a
comprehensive solution for smart home automation. Figure 3
shows the generalized architecture of the proposed home
automation system, highlighting the integration of devices,
cloud storage, and user interfaces for seamless operation.

4. RESULTS AND DISCUSSION

The results of the proposed smart automation system
demonstrate its efficacy in addressing modern-day needs for
flexible, user-friendly, and secure automation in home
environments. The system's modular implementation,
benchmarked through eight distinct modules, delivers
enhanced functionalities for users, catering to both technical
and non-technical individuals. Each module plays a vital role
in achieving the overarching goals of seamless
communication, ease of configuration, security, and
personalization. The discussion below provides an in-depth
analysis of the results and elaborates on the design and
operation of each module, supplemented by detailed
interpretations of the associated figures.

4.1. Device Configuration

This module focuses on simplifying the setup process for
devices in the smart home ecosystem. Through intuitive
Android and iOS applications, users can quickly configure
devices wirelessly. Two configuration modes are provided:
auto-configured, which minimizes user intervention, and
manual configuration for advanced customization. A key
highlight is the secure cloud storage feature that retains
device configuration data. This enables effortless restoration
of settings even after reinstallation of the app or transitioning
to a new device. The system ensures that device data is
encrypted, safeguarding user information while maintaining
accessibility. This is particularly beneficial for non-technical
users, as it minimizes technical barriers and promotes user-
friendly operation.

4.2. Device Communication

Device-to-device communication 1is central to the
functionality of the smart automation system. By leveraging
the Wi-Fi network, devices interact with each other through
a central control hub. This interaction ensures that user

commands are efficiently executed across the ecosystem.
Figure 4 illustrates this communication mechanism,
emphasizing the seamless exchange of control signals. The
module addresses critical challenges, including device
identification,  authentication, and reliable signal
transmission. Additionally, the system supports scalability,
allowing for the addition of new devices without
compromising existing communication protocols. Figure 4
represents the device-to-device communication framework,
showing how devices transmit data via the central hub. It
highlights the architecture’s robustness and flexibility in
managing multiple devices simultaneously.

COMMUNICATION

(information)
(communication mediur;1)
Receiver

—= o
Sender

Fig. 4. Communication between devices.

4.3. Local Network Connection

The local network connection module ensures uninterrupted
connectivity between devices and the control hub. Wi-Fi is
utilized as the backbone for its high bandwidth, reliability,
and wide coverage, ensuring rapid communication. This
module not only establishes device connections but also maps
devices to specific locations within the home for precise
control. A location-based mapping strategy is implemented,
ensuring that commands are routed to the correct devices. For
example, a lighting command intended for the living room
will only activate the specified lights, avoiding interference
with devices in other areas. Figure 5 showcases the network
architecture, emphasizing how devices communicate with the
control hub and with each other to create a cohesive
automation ecosystem. Figure 5 details the connections
within the local network, highlighting the flow of data
between devices and the central hub. It underscores the
system’s capability to maintain stable and efficient
communication even in complex setups.

4.4. Offline Control of Remote Devices

The addition of offline remote control capabilities addresses
scenarios where an internet connection is unavailable.
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This module enables the Android app to function within the
local Wi-Fi network, ensuring users can still manage devices
without external dependencies. The offline mode is
especially useful in areas with limited internet access, making
it a practical solution for diverse user environments. This
functionality is achieved through user-friendly remote-
control techniques embedded within the Android app,
allowing users to perform tasks such as device configuration
and maintenance. Figure 5 illustrates how the offline mode
operates, showcasing data transmission from the app to
devices through the local network. Figure 5 demonstrates the

SQL DataBase

Google Maps Server

Web Browser viewing
Google Maps

process of offline remote control, highlighting the interaction
between the app and devices within the local network. It
emphasizes the system’s ability to maintain core
functionalities without internet connectivity.

4.5. Online Control of Remote Devices
The online control module enhances flexibility by enabling

remote access to devices via the internet. This functionality
allows users to control and monitor devices from any location,
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significantly improving the system’s utility. A mapping
strategy is employed to associate devices with specific
locations and appliances, ensuring precise and reliable
control. Figure 6 depicts the connections between devices in
the online mode, highlighting how control signals are routed
through the cloud platform to designated devices. This figure
showcases the routing of control signals in the online mode,
emphasizing the integration of cloud-based mapping
strategies for location-specific device control.

4.6. User Profiling and Cloud Configuration Storage

The user profiling module tailors the system to individual
preferences by analyzing user behavior and interactions.
Personalized profiles are created and securely stored in the
cloud, enabling seamless synchronization across devices.
This feature ensures a consistent user experience, even when
switching devices or accessing the system remotely. The

cloud configuration storage facilitates easy restoration of
settings and profiles, eliminating the need for repeated
manual configurations. Figure 7 illustrate this module,
highlighting the secure flow of data to and from the cloud.
The figure demonstrates the process of user profiling and
cloud storage, showcasing the system’s ability to deliver a
personalized and secure experience.

The integration of these modules results in a robust and
efficient smart automation system that combines ease of use,
security, and flexibility. The system's modular design allows
for scalability and adaptability, accommodating future
technological advancements and user needs. The system
simplifies automation for users, regardless of technical
expertise, through intuitive apps and streamlined processes.
It secure storage and communication protocols ensure user
data and device interactions are protected. Offline and online
control modes provide flexibility, making the system suitable
for various environments. In addition, user profiling creates
tailored experiences, increasing satisfaction and engagement.
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Fig. 7. Cloud configuration storage and user profiling.
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5. CONCLUSION

The proposed IoT-based smart home automation system
presents a cost-effective, scalable, and user-friendly solution
for modern households and small businesses. By leveraging
Wi-Fi connectivity and a central processing unit, the system
enables seamless control of home appliances and gadgets
through voice commands, activity sensors, and a dedicated
mobile application. This integration of technologies ensures
that the system is accessible to users with varying technical
expertise. The system's affordability is achieved without
compromising its functionality. The incorporation of a
software development kit (SDK) simplifies the connection
and configuration process, allowing users to integrate new
devices and manage third-party appliances effortlessly. The
flexibility offered by this feature enhances the system’s
adaptability for future upgrades and expansions. A key
highlight of the system is its focus on robust security
measures. Communication between the central control hub,
device controllers, and the cloud is secured using 256-bit
Advanced Encryption Standard (AES) encryption, ensuring
the safety of user data and system integrity. The system also
supports regular updates to encryption keys based on user
preferences, further strengthening its defense against
potential cyber threats. Energy efficiency is another crucial
aspect of the system. Features such as automated device
shutdown and inactivity detection minimize unnecessary
energy consumption, contributing to sustainable living
practices. Additionally, the system provides real-time
consumption monitoring through a cloud-integrated eco-
power management system. The introduction of a lightweight
encryption technique and a mesh emergency network ensures
reliable operation during network failures. Users can also
create custom scripts for specific tasks, adding to the system's
versatility. These features collectively position the proposed
system as a comprehensive solution for smart home
automation, addressing the needs of modern households for
affordability, security, and convenience.
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